CASE STUDY

SECURITY

Our People: Keeping London Safe.
An ‘Operation Eastern Cluster’ Case Study
The Brief
‘Operation Eastern Cluster’ was an exercise devised
to test the City of London’s security and emergency
service response to several critical incidents. A full
strategy document and plan were written for the
exercise, which required all parties to collaborate to
ensure that each organisation were able to identify their
objectives and areas for testing during the exercise.

The largest

Mitie Security teamed up with London Fire Brigade
(LFB), London Ambulance Service (LAS), City Police,
British Transport Police (BTP), City of London
Corporation, their cadets, the Female Nursing
Yeomanry and security teams from The Gherkin and
The Leadenhall Building, to plan and run the live
exercise in the heart of the city.

exercise of the last
ten years to run in the city

The Scenario
The incident involved a chemical spillage on the 35th
floor of The Gherkin. There were numerous role
players in the building, some leaving with signs and
symptoms of a chemical attack.
The security team called 999, at this point the London
Fire Brigade were dispatched to assess the situation
and deploy resources to the scene. They proceeded to
set up temporary showers to support decontamination
for any people leaving the building. The team attended
with chemical, biological, radiological and nuclear
(CBRN) equipment, enabling them to enter the
building and investigate the scene. Upon inspection,
they discovered the spillage was not accidental, and
one of the maintenance engineers had deliberately set
the spillage.
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The security team then began to investigate where this
person was in the building, identifying that they had left
earlier. The LFB continued to deal with the chemical
spillage as well as evacuate over 40 role players.
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The suspect, after leaving the Gherkin, then went to
the Leadenhall Building, where they proceeded to use
chemicals as a weapon to gain access to the building.
The suspect proceeded to the 48th floor with a
package. City of London Police dealt with this
incident, supported by the British Transport Police
CBRN Guardian Unit, who entered the building to
find and detain the suspect and make the suspicious
package safe.
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The Results
By conducting the exercise, all emergency services
were able to assess their response to chemical and
acid attack scenarios. The live exercise also enabled
them to test their collective response, including roles
and responsibilities in dealing with the two linked
incidents, including testing their Tactical Co-ordination
group (how the emergency services collectively work
together).
The security teams at each building were also able to
test their responses to each incident, ensuring that they
had appropriate measures in place.
Ensuring people are trained and exercised to the
highest standards maintains best practice in preventing
and managing incidents. Running such exercises jointly
between security teams and the emergency services
also breeds confidence between the teams and staff
involved when they successfully deal with the incident.
Finally, ‘Operation Eastern Cluster’ enabled Local
Authority to exercise their new LALOs (Local
Authority Liaison Officers), testing their ability to
collaborate effectively with security teams and the
emergency services in the event of a major incident.
By conducting such a large-scale live exercise, numerous
security services were able to test their people,
processes, and procedures, and put into practice
collaboration between different teams to provide the
best possible response in the event of a chemical or
acid attack.
It was a great demonstration of a truly collaborative
approach to security, showing that the City of London
is exercised and tested on a range of scenarios to the
highest level, keeping the City’s people safe.
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